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1. Purpose of the Policy

1.1 Nottingham Music Service is committed to complying with the latest privacy and data
protection laws, including:

(a) The UK General Data Protection Regulation (UK GDPR) as retained under the Data Protection
Act 2018; (b) The Data Protection Act 2018 and any amendments or related UK legislation; (c)
The Privacy and Electronic Communications Regulations (PECR) 2003, including any
amendments; (d) The Data Protection and Digital Information Act 2024 (DPDI Act 2024); (e)
Guidance and codes of practice issued by the Information Commissioner’s Office (ICO) or other
supervisory authorities.

1.2 This policy outlines our commitment to protecting personal data and the procedures we
follow to ensure compliance.

1.3 This policy applies to all individuals handling personal data on behalf of Nottingham Music
Service, including staff, volunteers, and trustees. Breaches of this policy may result in
disciplinary action.

1.4 The policy is subject to annual review or earlier revision following legislative changes.

2. Key Data Protection Principles
2.1 We adhere to the following six key data protection principles under UK GDPR:

(a) Lawfulness, Fairness, and Transparency: Personal data is processed lawfully, fairly, and
transparently. (b) Purpose Limitation: Data is collected for specified and legitimate purposes.
(c) Data Minimisation: Only necessary and relevant data is collected and processed. (d)
Accuracy: Data is kept accurate and up to date. (e) Storage Limitation: Data is retained only as
long as necessary. (f) Integrity and Confidentiality: Data is secured against unauthorised
access, loss, or damage.

3. Legal Basis for Processing
3.1 Personal data will be processed under one of the following legal bases:

(a) Consent of the data subject; (b) Performance of a contract; (c) Compliance with a legal
obligation; (d) Protection of vital interests; (e) Legitimate interests pursued by Nottingham Music
Service.

3.2 Where consent is required, we will ensure it is freely given, informed, and can be withdrawn
at any time.



4. Individual Rights Under UK GDPR
Individuals have the following rights regarding their personal data:
e Right to access personal data
e Right to rectification of inaccurate data
e Rightto erasure (‘Right to be Forgotten’)
o Rightto restrict processing
e Right to data portability
e Right to object to processing
¢ Rights in relation to automated decision-making and profiling

Requests to exercise these rights should be directed to the Data Protection Officer.

5. Data Security
5.1 Nottingham Music Service implements security measures, including:
e Encryption of sensitive data
e Secure storage and access controls
¢ Regular security assessments
e Staff training on data protection principles

5.2 Personal data breaches must be reported to the ICO within 72 hours if they pose a risk to
individuals.

6. International Data Transfers

6.1 Personal data will not be transferred outside the UK unless appropriate safeguards are in
place, such as:

(a) Adequacy regulations confirming the destination country's data protection standards; (b)
Standard Contractual Clauses (SCCs) approved by the UK Government; (c) Binding Corporate
Rules (BCRs) for internal data transfers.

7. Data Retention and Disposal

7.1 Personal data will be retained only for as long as necessary to fulfil the intended purpose.
Data no longer required will be securely deleted or anonymised.

7.2 A full data retention schedule is maintained and available upon request.



8. Responsibilities and Review

8.1 The Data Protection Officer is responsible for policy implementation and monitoring
compliance. For inquiries, contact:

Michael Aspinall
michael.aspinall@nottinghammusichub.org.uk
Tel: 01159476202

8.2 This policy will be reviewed annually or when legislative changes occur.
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